MamaTka gnsa B3pocChnbIX
«be3onacHbIn UHTepHeT»

VYBaxaemble poautenu! Ecnu Bamum getn mons3yrorcsa cetbto «MHTEepHET», BbI, 6€3
COMHEHHMs, OECIIOKOMTECh O TOM, Kak yOepeub HMX OT HENPHUATHOCTEH, KOTOpbIE MOTYT
MOACTEPETATh BO «BCEMHPHOW IMAayTHHE». 3HAUYUTEIBHOE PACIPOCTPAHEHHUE MATEPUAIOB B
cetu «MHTEpHET», IpEAHA3HAYECHHBIX TOJBKO IS B3POCIBIX WIM HEIPUEMIIEMBIX IS ACTEU
M0 KaKoM-IM00 APYroi NpuYrHEe, MOXKET JIETKO MPUBECTU K HETaTUBHBIM MOCJIEICTBUSIM.

B Hacrosiniee Bpemsi cuTyalusi CKIaJbIBa€TCsl TAKUM O0pPa3oM, UYTO KaxAblid peOeHOK,
BBIXOASIINK B ceTh «IHTEpHET», MOXKET MPOCMATPUBATh JIIOObIE MaTepuasbl. A 3TO HACUIIHE,
nopHorpadus, CTPaHUIbI, MNOJATAJIKUBAIOIIME MOJIOJECKb K CaMOYOMHCTBaM, aHOPEKCUU
(0TKa3 OT mpuemMa MUIlK), yOUNHCTBaM, CTPAHHULIBI C HAMOHAIUCTUYECKOM, IKCTPEMUCTCKON 1
OTKPOBEHHO (halTUCTCKON UAEOJOTUE U MHOroe Jipyroe. Yacto ObIBaeT Tak, 4TO MPOCMOTP
Takol MH(OpMaluU Jlaxke He 3aBUCUT OT peOeHKa, BeJAb HA MHOTMX cailTax oToOpa)aroTcs
«BCILIBIBAIOIIAE OKHA», COJEPIKAINEe HETaTUBHYIO AJI1 HECOBEPLIEHHOJIETHUX HH(OPMALIHIO,
Yale BCEro NopHOrpaduuecKkoro coaepx aHus.

Kpome Toro, B cetu Hepenko BCTPEYAOTCS JIFOJIHU, KOTOPBIE IBITAKOTCS C ITOMOILIBIO
HNHTepHeTa BCTynaTh B KOHTAaKT C JACTBMM, IPECIEAYsl OIACHBIE WM IIPOTUBOIIPABHBIC IS
pebeHka 1eau. 3J0YMBIIIJIEHHUKA HCIONB3YIOT 3TH KaHajbl JJIi TOTO, YTOOBI 3aCTaBUTh
JeTeil BbIAATh JIMYHYIO HWH(OOpPMAIMIO, BOBJIEYb HECOBEPIICHHOJETHUX B COBEPIICHHE
aCOLMaJIbHBIX U NPECTYIHBIX JCHUCTBUMA.

Mepbl Ipe0CTOPOKHOCTH WM YTO HY’KHO IOMHUTH POAMTEISAM:

- 4TOOBI MpeaocTepedh peOeHKa OT HEraTUBHOTO BO3jeHcTBUS MHTEpHETA, O0BSICHHUTE
JeTSAM MpUHIMN paboThl ceT. HayuuTe peOGeHka moyib30BaThCs TOMCKOM B ceTH «HTepHeT».
ITokaxuTe, Kak UCIOJIB30BATh Pa3JIMUHBIC MOUCKOBBIE CUCTEMBI, B TOM UMCJE JIETCKUE, IS
OCYIIECTBIICHHS TIOMCKA MO3HABATEIBHOW M pa3BUBArONIEH JIs peOeHKa HHPOpMAITUH;

- peOCHOK JOJDKEH INMOHMMATh M TIOMHHTB. HaxoXJeHue B MHTepHETE BO MHOIOM
HallOMUHAaeT TmpeObIBaHME B OOIMIECTBEHHOM MecTe. OIacHOCTH, IOJICTEepEraronme
MOJIB30BATEIIS, CXOKHU C PUCKOM, BO3HHMKAIOUIUM TPH OOIICHUHU C YYKUMH JIOAbMHU. Ecnu
JIETH JTUYHO HE 3HAIOT YEJIOBEKAa, C KOTOPHIM OOIIAIOTCS B CETH, 3TO PABHOCWIBHO OOIIECHUIO
C HE3HAKOMIIEM B PEabHOM JKM3HU, YTO 3AMPEUIEHO;

- OynpTe BCerja OCBEJOMIICHBI O TOM, 4eM 3aHumaiorcs Bamm netm B MHTepHeTe.
[Tonipocute ux Hay4uTh Bac mojb30BaThCS pa3iWYHBIMU MPUIOKEHUSIMHU, KOTOPHIMU Bbl He
nonp3oBanuchk panee. Ilocemaiite HMatepHer Bmecre ¢ aereMu. lloomppsiite nperen
paccka3biBaTh BaM 00 ycrnexax u HeyJayax B IMPOLIECCE OCBOEHUS CETH;

- TOMOTUTE JETSIM IMOHATh, 4YTO HE CcleayeT pa3Mmemniath B HHTepHETe JHUYHYIO
uHpopmario o cebe W CBOCH ceMbe: TMOJHBIC AHKETHBIC JaHHBIE (CBOM JIMOO CBOMX
HECOBEPIIICHHOJICTHUX JPy3€il), HOMEp MOOWUIBHOTO TenedoHa, JOMAIIHWIA ajapec, HOMEp
IIKOJIBI, MECTO PAaOOTBI POAUTENEH, OO0y NPYryl JHYHYI0 WHHOPMAIHIO, a TaKKe
JTEeMOHCTpUpPOBaTh hoTorpaduu (CBou U ceMbH). OOBSICHUTE, YTO JTHOO0N YEIOBEK MOXKET 3TO
YBHJIETh U UCIIOJIH30BaTh B CBOMX IIEJISAX, 3a4aCTYIO TPOTUBOIMPABHBIX U aMOPATbHBIX;

- ecau Bam pebeHok monydaeT cmaMm  (HEXKeIaTeNbHYI0 DJJIEKTPOHHYIO IIOYTY),
0OBSICHUTE, YTO HE HY)KHO BEPUTh HAIIMCAHHOMY B TaKUX MHUChbMaxX M HU B KOEM CiIydyae He
CJeayeT OTBEUaTh HA HUX;



- peOEHOK JOJKEH 3HaTh, YTO HEJb3sl OTKPBIBATH (DAIIbl, MPUCIAHHBIE HE3HAKOMBIMU
JIOJbMHU, TIOCKOJBKY OHHM MOTYT COJEpXXaTb BHPYChl WM (OTO-, BHJIEOMaTEpHAIIbI
HEMPUCTOMHOIO MJIM arpecCUBHOTO cojaeprkaHus. JlaliTe MoHATh peOeHKY, YTO HEKOTOphIE
moau B MHTepHeTe MOTYyT rOBOpUTH HENpaBAy M OBITb HE TEMH, 32 KOro ce0s BBIJIAIOT.
Hayuure pebenka npoBepsATh BCE TO, UYTO OH BUJIUT U YUTAET B MIHTEepHETE;

- pacckaxuTe peOeHKy, 4To B VIHTepHeTe BCTpEdaroTCss M «XOPOIIUE», U «IIJIOXUEM
moau. OObACHHUTE, TIOYEMY HE CTOUT A00aBIATH «B APY3bs» HE3HAKOMBIX JIOJIEH — OHU
MOTYT OBITh HE TEMHU, 3a Koro ceds BbaioT. [Ipenynpenure pedenka, 4yToObl OH HU B KOEM
Clydae He coIviallajics Ha BCTpeuu ¢ MHTepHET-He3HaKOMIIAMU B PEAJIbHOM YKU3HU, IPEKIIE
YeM HE IOCTaBUT B M3BECTHOCTh Bac wmiam Onu3kux poacTBeHHUKOB. [locoBetyiite emy
oOmatecsi B UHTEpHETE TOIBKO C TEMH, C KEM OH JIMYHO 3HAKOM;

- MpeaocTeperuTe OT CKauMBaHUS IJIATHOM HMHQpOpMaluM, OCOOCHHO uyepe3
cMmc-coobenus. OObsICHUTE, MMOYeMy HE CTOMT OOpallaTh BHUMaHUS Ha spKHe OaHHEpPbI
C COOOIIEHUSIMU O BBIMTPBIIIAX WIH MPU3AX;

- TOCTOSIHHO OOIIaiiTecb CO CBOMMH JI€TbMHU, pacCcKa3blBalTe U COBETYWTE, Kak
IIPABWJIBHO NIOCTYIIaTh U PEarupoBaTh Ha JEUCTBUA APYrux jroaeu B IHTepHere;

- Hay4HTe JIeTed MpaBWIBHO pEarupoBaTh, €CIU UX KTO-TO OOHJEN B CETH, WM OHHU
NOJIYYUJIM/HATOJNIKHYJIUCh HA AarpecCUBHBIM KOHTEHT, a TaKXke 0y aMOpalbHYIO
uHpopmaiuio. Pacckaxxure, Kyaa B IOJJOOHOM cllydyae OHH MOTYT OOpaTUThCS;

- ybenuTechb, 4TO Ha KOMIIBIOTEPE, KOTOPBIM MOJB3YIOTCS Bammm netH, ycTaHOBJIEHBI
Y TIPaBUJIBHO HACTPOEHBI CPe/ICTBA (DUIBTPAIIH.

PoauTe/ibcKUii KOHTPOJIBL — HTO OrpaHMYEHUE JOCTyMa JeTedl U MOAPOCTKOB
K HeXenarelabHbIM caiitaM B VHTepHere. PonuTenbCKuil KOHTPOJIb MOXKET HE TOJBKO
0JIOKUPOBATh JIOCTYN K TaKUM CaiiTaM, HO U OTpaHUYMBAThH HUCIMOJb30BaHue MHTepHeTa 1o
BPEMEHU CYTOK, IHSM HEJeNH WM JuTe’dbHocTH ceaHca. CyliecTBYeT MHOKECTBO
nporpaMM ©  (QUIBTPOB, CpeAM HUX: aHTUBHpPYC Kacmepckoro ¢ BO3MOKHOCTSIMU
ponutenbckoro koHTpost — «Kaspersky Internet Security», nporpamma-gunstp «NetPolicey,
nporpamma-guibtp «UuTepHeT Llenzop», ¢enepanpHas mporpamma JIETCKOTO HHTEpHETA
«l'orynp» u gpyrue;

- NPUYYHUTE JI€TEW, YTO OHM JOJKHBI IOCEIIaTh TOJBKO TE€ CaWThl, KOTOpbIE BbI
paspemuiii, TO €CTh CO3JaiTe I HUX TaK Ha3bIBaGMbIH «OEJbIif» CIIHMCOK CAaWTOB B
HNuTepHeTe ¢ NOMOIIBIO CPEACTB POAUTEIILCKOTO KOHTPOJIS;

- Hay4yuTe Bamero peOeHKa YBWKEHHUIO M OTUKETy B MPOIECCE IOJIb30BaAHUS
WNurepuerom. Ilompocute pebOeHka HE NPOBONMPOBATH KOH(MIMUKTHBIC CHUTyalldd W
OTHOCHUTBCS K IPYTHIM TOJIB30BATEISIM TaK K€, KaK OH XOTeJ Obl, YTOOBI OTHOCHJIMCH K HEMY
camoMy. OOBSCHUTE, YTO HH TPH KAKUX OOCTOSATEIHCTBAX HE CTOUT pa3Memarh
MTPOBOKAIIMOHHBIA MaTepHal M HE PACTIPOCTPAHSITH 0 YbEH-THM00 MpochOe NHPOPMAITHOHHBIC
1 arpecCUBHO-HACTPOCHHBIC cooOmeHus. Mudopmanus, Bel1okeHHas B IHTepHET, 10CTyITHA
BCEM M MOJKET OBITH MCITOJIb30BaHa B JIOOBIX, B TOM YHCJIE, MOIIEHHUYECKHUX 1EIIIX.

Pacckaxure ACTHAM IIpaBUJIa 0e30IacHoOro I/IHTepHeTa:

- HAKOMY M HHMKOrJa He pasrjamai cBou mnapoiad. OHM — TBOW TJIABHBIA CEKpET.
[Ipuaymail CBOM YHHMKAJIBHBIM MapoJiib, O KOTOPOM HHUKTO HE CMOXKET paoragatbcs. He



3amMchbiBail Mapov Ha OyMa)kKKax, HE XpaHHU MX B OTKpbITOM foctyne. He ormpasisii cBou
[1apOJIH 110 HIEKTPOHHOU NOYTE;

- IIPY PETUCTPALIMM HA CANTaX U B COLMAJIBHBIX CETIX CTapancs HE YKa3bIBATh JINYHYIO
nHopMmanuio (cBou GhaMHIINIO, UMSI OTYECTBO, HOMEp TesnedoHa, aipec MecTa KUTEIbCTBA,
IIKOJIBI, MECTO paOOThl POJUTENIECH U APYroe) — OHA MOXKET OBbITh JOCTYITHA BCEM, JIAXKE TEM,
KOT'O Thl HE 3HACIIb;

- IOMHH, 4TO (oTorpadusi, pazMmelieHHas B MHTepHeTe H0CTynHA AJI1 IPOCMOTPa BCEM.
Crapaiics He pa3memiarh (OTO, Ha KOTOPBIX U300pakeHa TBOS CEMbs, IIKOJIA, IOM U JIpyrue
JINYHBIE TAHHBIE;

- HE BCTPEYaICs C TEMHU, C KEM Thl 3HAKOMUIILCS JUlIb B IHTEpHETE;

- IOMHH, YTO MHOTHE JIIOJIU PaccKa3blBatoT 0 cedbe B IHTepHETEe HenpaBay, B TOM YHUCIIE
CBEJICHMS O BO3PACTE U MOJIOBOW NMPUHAIIEKHOCTH;

- B MlHTepHeTe M COLMANIbHBIX CETSIX cTapaics OOmaThCsl TOJBKO C TEMH, C KEM ThI
Tu4HO 3HakoM. [logymail u mocoBeTyics ¢ pOAUTENAMH, MPEXKAE YEM 100aBUTh HE3HAKOMOTO
YeJioBeKa K cebe B CIHUCOK «APy3eiD»;

- HEe HCMoab3yll BeO-kamepy Mpu OOUIEHMM C HE3HAKOMBIMU JIIOJAbMH, MOMHHU O
HEOOXOJIMMOCTH COXPAHATh AUCTAHIIMIO C HE3HAKOMIIAMH;

- yBaxkail cobecennukoB B MHTepHeTe. Hukorna v HU npu Kakux oOCTOSITENbCTBAX HE
yIpoXKal JApyruM, HE pa3Mellail arpecCUBHbIM M IPOBOKALMOHHBIM Marepuan. byab
npyxentooe. He rpyou;

- HE BCTymHall B HE3HAKOMBIC COOOINECTBA M HE PACHpPOCTPaHsi MO 4Yei-mubo mpockoe
UH(GOpPMAIIMOHHBIE, TIPOBOKAIIMOHHBIE U arpeCCUBHO-HACTPOSHHBIE MaTEpUAIbl U COOOIICHHUS;

- HE BCE, YTO Thl MOXEIlIb IPOYECTh WIN YBUAETh B UHTEpHETE — NpaBaa. He meHucs u
nepenpoBepsiii ”HPOPMAIIHMIO B APYTHX MOUCKOBBIX CUCTEMAaX WM CIIPOCH Y POJUTEIEH;

- IOMHH, YTO CYHIECTBYIOT CAalThl, HEMIPEAHA3HAUECHHBIE Ui AETEH, HE 3aX0AU Ha CANThI
«IJ1s1 T€X, KTO crapue 18 yner», Ha HENPWIMYHBIE U arpeCCUBHO HACTPOEHHBbIE cailThl. Ecin
Thl TIONAJl HAa TAaKOM CaMT IO CCBUIKE, 3aKpod CBOM Opay3ep, HCIHOJIB3Yys KJIaBUIIU
“ctrl+alt+delete”;

- paccKaXu BCE€, YTO Thl YBHUJEN, BbIyYMJI WIM Y3HaJI HOBOrO B3pociomy. [loBepsii
CBOUM POJUTEIISIM, TOCKOJIBKY TOJIBKO OHU CMOTYT IIOMOYb B TPYAHOU CUTYaIlUH;

- HUKOTJ]a HEe yKa3bIBail CBOM HOMeEp TernedoHa WIIM AJICKTPOHHBIN ajpec, He OTIpaBisai
C Hero cmc-cooOuieHuss Ha He3Hakomble Homepa B HMurepnere. Ecnu Tebe mnpuiwio
COOOIIIEHUE C HE3HAKOMOT'O a/Ipeca, €ro Jy4ille HE OTKPbIBATD;

- ecM Te0e MoKa3aaoch, YTO TBOU JIPY3bsl OTIPABIISIIOT TeOE «CTPaHHYI0» HH(POPMAIIUIO
WIN MIPOrPaMMbl, NIEPECTIPOCH Yy HUX, OTIPABIISUIN JIU OHM Tebe Kakue-nmnbo ¢aiiisl. MHorna
MOUIIEHHUKH MOI'YT JEHCTBOBATH OT MMEHM YYXKHUX JIIOJEH, B TOM YMCIIE TBOMX APY3€H U
POICTBEHHUKOB;

- €CIM Thl XOYellb KynuTh B VIHTEepHETE KaKyr-Inbo YCIyry Wi Urpy, o0paTtuch K
B3pociomy. OH moacKaxkeT Tebe, Kak n30eKaTh MOIIICHHUYCSCTBA;

- HE 3arpysai (hailsipl, MporpaMMbl WJIM MYy3bIKy 0€3 cOrjacusi B3pOCJIbIX — OHU MOTYT
COZIEPKATh BUPYCHI U IPUUYMHAT BPEJl KOMIIBIOTEPY.

Yto aej1aTb, €CJIH peﬁeHOK BCC K€ CTOJIKHYJICA C KaKMMMH-JTH00 PHUCKaAMM.

VYcraHoBUTE MOJOXKUTEIBHBIA 3MOLIMOHAIBHBIM KOHTAKT ¢ PEOEHKOM, PAaCIOJIOKUTE
€ro K pasroBopy O TOM, YTO CIy4uJIOCh. Pacckaxure, 4YTO Bbl 0OECIIOKOEHBI TEM, YTO C HUM



npoucxoaut. PeOeHOK IomKEeH BaM JOBEpSATh M 3HATh, YTO BBl XOTUTE pa3o0paThCs
B CUTYaIlUU ¥ IOMOYb €My, a HE HaKa3aTh.

[TocTapaliTech BHUMATEIBHO BBICIYIIATh paccka3 peOeHKa O MPOU3OMIEAIIEM, YTOObI
MOHSATH HACKOJIBKO CEPbE3HO CIYyUYMBILIEECS MOIJIO OBIUATH HA HETO.

Ecnu pebGeHoK paccTpoeH YeM-TO YBHJIEHHBIM (HampuMep, KTO-TO B3JOMall €ro
npo¢uiIb B COLMATBHON CETH) MM TMOMNal B HEMPHUATHYIO CUTYaIUIO (MOTPATHII Balld WIIH
CBOM JIEHBI'M B pe3yjibTaTe WHTEPHET-MOIICHHHWYECTBA M IMpoYee) — IOCTapalTeCh €ro
YCIIOKOUTh. BMecTe ¢ HUM pa3depuTech B CUTYyallMW: YTO MPHUBEIO K JaHHOMY PE3yJbTaTy,
KaKue HEBEpHbBIE JICHCTBUS COBEPILIUII caM PEeOEHOK, a T/I€ Bbl HE paccKa3all eMy O MpaBuiIax
6e3onacHoctu B MHTtepHete. IlpoBenute «paboTy Haj omMOKaMuU» M OOBSICHUTE PEOCHKY,
Kak 00e30macuTh cedst OT HeraTUBHBIX akTopoB MHTEpHETA.

Ecnmu cutyanus cBs3aHa ¢ HacwiueM B VIHTepHeETe MO OTHONICHHIO K pPEOEHKY,
TO HEOOXOAMMO BBUICHHTH HMHOpMAIMi 00 arpeccope, BBISICHUTh  HCTOPHIO
B3aMOOTHOIIIGHUH peOeHKa W arpeccopa, BBIACHUTH CYIIECTBYET JH JIOTOBOPEHHOCTH
0 BCTpeYE B PEANbHOM KM3HU; Y3HATh ObUTM JTM TaKW€ BCTPEYM M YTO M3BECTHO arpeccopy
0 pebenke (peanpHOEe MM, daMuius, aapec, TeredoH, HOMEpP LIKOJIbl U TOMY MOJ00HOE),
KECTKO HAcTamBaiiTe Ha M30eraHWd BCTPEY C HE3HAKOMIIAMHU, OCOOEHHO 0e3 CBUIETEINEH,
IpPOBEPHTE BCE HOBbIE KOHTAKTHI peOeHKa 3a MOoCcIeHEee BPEMSI.

Cobepurte Hambosiee MOJIHYIO MH(MOPMAIMIO O MPOMCIIECTBUH KaK CO CIIOB peOeHKa,

TaK U C TIOMOINBIO TEXHUYECKHX CPEJCTB: 3aiiNTe Ha CTPAHMIBI caiiTa, Tae OBUT Ball
pebEeHOK, MOCMOTPUTE CIIMCOK €ro apyseil, mpoutute coobmieHus. [Ipu HeobxoammocTu
CKOMMPYHUTE U COXPAaHUTE 3Ty MHPOPMALMIO — B JaJIbHEHUIIIEM 3TO MOXET BaM NPUTOJUTHCS
(Harpumep, A oOpallleHusl B IPaBOOXPAHUTEIbHBIE OPTaHbI).
Ecin Bbl HEe yBepeHbl B OLIEHKE CEPbE3HOCTH IPOU3OLICAIIEr0 C BallMM pPEOEHKOM, WM
OH HEJ0CTaTOYHO OTKPOBEHEH (HE FOTOB UATHU HA KOHTAKT), WM Bbl HE 3HAETE KaK NOCTYIHTh
B JAHHON cuUTyalluM — oOpaTUTech K cHenuanucraM (TeiaeQoH oBepus, ropsuas JIUHUS
u apyroe). Bam naayt pexkoMmeHganmuu o TOM, KyJa M B Kakoil (opme oOpaTuThCs, €Ciu
TpeOyeTcs  BMEIIATENbCTBO  APYTUX  CIOyk0 W opraHMsaluii, B TOM  4YHUCIE
IIPaBOOXPAHUTEIBHBIX OPTaHOB.
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